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A New emerging attack technique, pretty hyped topic

A Gained awareness in 2007 inHovavS hac hamo s
paper
The Geometry of Innocent Flesh on the Bone:
Return-into-libc without Function Calls

A Basic challenge:
How to write programs without own code?
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Short History on Software Vulnerabilities

A The king of software vulnerabilities:
Buffer Overflow

A Idea: Abuse missing data bounds checks in o

programs to overrun a local buffer, hence inject ””ji-e”* o
P

and execute your own code 1 ‘

A Security specialistséworst nightmare

A Very wide spread due to wide use of non type-
safe programming languages (C)
A Blaster, Sasser & many more relied on it
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Buffer Overflow

GET /content/\xeb\x6a\x5e\x 31 ¢é HTTP/ 1. 1

Code

Web server

RAM
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Countermeasures? ‘,

Buffer overflows are programming errors

I Educate programmers!

I Warn when they use possibly unsafe functions
Probably bad ideaé

Why rely on humans when we can find technical solutions!

Heap/Stack-Cookie protections, control flow integrity
checks, etc.

Promising approach: Mark certain memory regions non-
executable
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Non-Executable Memory

A Why is the CPU allowed to execute from memory 2732
regions that cannot possibly be meant to contain

?
code” | A
I Mark the data regions as non-executable '

A Silly problem: Traditionally impossible on Intel
to mark memory as readable but not executable r

A Not until Intel/AMD introduced the XD/NX-Bit
(execute-disable/non-executable bit)

A Often called W xor X

RAM
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Non-Executable Memory

Attackers can still inject code into memory

When code is about to get executed for the first time,
CPU throws an exception

Still not perfect, but at least we w 0 ngéttowned

Promising approach

Implemented by Microsoft as Data Execution Prevention
(DEP)

I Introduced in Windows XP SP2 (Opt-In)
I Opt-Out since Windows Vista x64
Linux, BSD, MacQOS, etc. use similar techniques



